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Happy Birthday, GDPR

Now, one year since the GDPR became applicable, can we move on to
think about other issues, such as e-Privacy? Not quite — while GDPR
compliance is an ongoing task, companies have not yet managed to
fully adapt to some of its provisions. Read on p.7 which aspects have
been the most troublesome for companies.

Individuals have woken up to use their rights — DPAs have received
144,000 queries and complaints since May 2018. Telemarketing,
promotional e-mails and video surveillance are among the most
complained about issues.

By early June, three EU Member States still had not brought the GDPR
into national legislation (p.10). In this issue, we publish a table of the
new EU laws, together with the Furopean Economic Area, Jersey,
Guernsey and the Isle of Man to help you keep track of the changes.

In Canada, a debate has started whether and how the current law could
be amended in light of the GDPR (p.1). In Brazil, the new law, again
affected by the GDPR, was adopted in 2018 but will not enter into
force until 2020 giving organisations much needed time to put their
house in order (p.1). But what will the US response be to the changing
international data protection legislative framework? One option could
be to expand the Federal Trade Commission’s rulemaking powers,
Professor Daniel J. Solove says (p.16).

On the international front, the OECD is revising its privacy
principles. Read Professor Graham Greenleaf’s analysis of whether the
revisions are going in the right direction, and what their impact may be
(p-18). At the United Nations, the Special Rapporteur on the Right to
Privacy has reported to the UN Human Rights Council on ‘Privacy
and Personality’ which includes an interesting analysis by Dr
Elizabeth Coombs on whether privacy rights depend on gender (p.24).

We take pride in bringing you news from all over the world, regardless
of the size of the jurisdiction. In this issue, we have an interview with
the Data Protection Commissioner of Liechtenstein (p.28), and a report
on the new law in the Czech Republic (p.26).

Take your last chance to meet 65+ speakers from 15+ countries at
PL&EBs  32nd  Annual  International Conference, 1-3  July

[www.privacylaws.com/ad

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS
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LEGISLATION

Brazil... from p.1

enacted a new data protection law, usu-
ally referred to by the acronym LGPD,
which stands for Lei Geral de Protecio
de Dados. Although the country
already had prior legislations that
encompassed privacy and data protec-
tion provisions such as the Consumer
Defence Code, the Freedom of Infor-
mation Act and the Civil Rights
Framework for the Internet, this is the
first comprehensive data protection law
in Brazil and should be a game-changer,
following the steps of the GDPR.

As happened with several pieces of
legislation around the world in the
wake of the GDPR, the Brazilian law is
also very similar to its European coun-
terpart and shares many of the same
concepts and stances when it comes to
protecting the privacy of individuals.
For instance, the definitions of per-
sonal data, special categories of per-
sonal data, controller and processor are
quite a clear match. This does not mean
that they are exactly the same or that
complying with the GDPR would
result in compliance with the Brazilian
law in all cases.

GDPR PRINCIPLES IN LAW

The LGPD carries the same principles
as those under the GDPR, although
they are divided into ten separate
principles: lawfulness, fairness,
transparency, purpose limitation, data
accuracy,  storage

limitation, integrity and accountability.

minimisation,

Besides those that are mirrored from
the European law, it also adds one of
non-discrimination which prohibits
processing of personal data for illicit or
abusive discriminatory purposes.
Complying with the LGPD is
mandatory in three different scenarios,
regardless of where in the world the
controller or processor is based or the
nationality of the data subjects:

1. Where processing of personal data
is carried out in the Brazilian
territory.

2. Where processing of personal data
is related to the offering of goods or
services to data subjects located in
the Brazilian territory.

3. Where the personal data being
processed was collected in Brazil.
This last case of the law’s extraterri-
torial scope could mean an even

wider reach than the GDPR.

There are four exceptions where the
law does not need to be complied with:
1. Where processing is carried out by

a natural person exclusively for per-

sonal and non-economic purposes.

2. Where processing is carried out
exclusively for journalistic, artistic
or academic purposes.

3. Where processing is performed
exclusively for purposes of public
safety, national defence, State safety
or activities of investigation and
persecution of criminal offences.

4. Where the personal data originated
abroad and is not shared with
Brazilian controllers or processors
or is subject to international data
transfers to a third country other
than the one it originated from, and
provided that the originating coun-
try has an adequate level of data
protection.

The LGPD sets forth ten lawful
bases for processing personal data:

1. Consent.

2. For compliance with a legal or reg-
ulatory obligation of the controller.

3. By the public administration, where
necessary for the execution of
public policies provided for in
contracts or similar instruments.

4. For research, provided it is con-
ducted by a research institution as
defined by the law.

5. For the fulfilment of a contract or
for preliminary procedures related
to a contract, upon request of the
data subject.

6. For exercising legal rights in judi-
cial, administrative or arbitration
procedures.

7. For the protection of life or physi-
cal safety of the data subject or a
third party.

8. For
procedure carried out by health

health protection, in a

professionals.

Legitimate interests.
10. For credit protection.

Some of these bases are also lawful
for processing sensitive personal data,
as it is the case with items 1, 2, 3, 4, 6, 7
and 8 above. The Brazilian law also
gives emphasis to the processing of per-
sonal data of children and teenagers. In
Brazil, someone under 12 years old is
child while
between 12 and 18 years old is deemed

deemed as someone

as a teenager.

related to
children and teenagers must always be
carried out with their best interests in

Processing of data

mind and when processing refers to a
child, consent shall be obtained from at
least one of the parents or legal
guardians. Furthermore, controllers are
forbidden from imposing as a condi-
tion for the participation of children
and teenagers in games or Internet
applications the supply of personal data
beyond what is strictly necessary for
that end. Controllers have an obliga-
tion of employing reasonable efforts,
according to the technologies available,
to confirm that consent was actually
given by the parents or legal guardians.

DATA SUBJECT RIGHTS ARE
PRESENT

Data  subjects’ under the
Brazilian law follow those set by the
GDPR. Individuals have the right to
confirm the existence of processing, a
right of access, rectification, blockage,
deletion, portability, of knowing with
which companies and public entities
their data was shared, and of revoking
consent at any time. Those rights
might be exercised in certain
circumstances (especially blocking and
deletion rights) and should be
respected and the data subjects
informed. Data subjects also have a
right to lodge a complaint both with
the Data Protection Authority and
with the courts, which means they
could be able to recover actual damages
or claim moral (non-material) damages
related to any non-compliance with the
law. This should be treated carefully
considering the high levels of litigation

rights

that in Brazil and the existence of
special courts where individuals can
file claims without the need to pay
court fees or attorney fees, even in case
of defeat.

There is an additional right avail-
able to data subjects to request that
any decisions taken solely based on
the automated processing of their per-
sonal data, including profiling, are
reviewed by the controller. This have
to be done by a natural person, which
will certainly increase the resources
needed by the controller to respond
to such requests. The Data Protection
Authority may issue further guidance
specifying in which cases the review
needs to be carried out by a natural
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LEGISLATION

person and the scenarios where it
could be performed by a second run of
the same algorithm, according to the
size of the controller, the nature and
volume of its processing activities.

Fulfilling data subjects’ access
requests is harder under the LGPD
when compared to the GDPR. After
receiving a request for access, con-
trollers must respond within 15 days
and provide data subjects with a full
report on their data which will demon-
strate the source of the data, the non-
existence of records (if applicable), the
purposes of processing and the criteria
used for processing. There is no provi-
sion in the law that allows an extension
to that deadline not even when this
could represent a complex request and
if the data subject only wants a simple
confirmation of whether his personal
data is being processed. A response to
an access request should be given
immediately if possible, through a
simplified means.

MANDATORY DPO FOR ALL

In order to comply with the

both

controllers and processors must keep

accountability  requirements,
records of the processing activities.
There is no thresholds or exceptions to
these requirements, regardless of the
number of employees or size of any
given company and this could be a
heavy burden to small companies with
lictle resources to keep track of
everything. The Brazilian law also puts
an extra burden on controllers as it
makes mandatory for every controller
to appoint a data protection officer. It
does not matter if you are a massive
tech company that processes huge

Another aspect that distinguishes
the LGPD from the GDPR is the lack
of mandatory requirements for con-
ducting data protection impact assess-
ments (DPIA). The Brazilian law states
that the Data Protection Authority
may request a controller to conduct a
DPIA, especially in cases involving the
processing of sensitive personal data or
processing based on legitimate inter-
ests. But it does not make a DPIA
mandatory in any case, at least not to
private entities. With regard to public
entities, the law sets forth that the
supervisory authority may request that
a DPIA is published. This could be
viewed as an obligation to public enti-
ties to conduct DPIAs, although there
is no explicit indication making this
mandatory.

INTERNATIONAL DATA
TRANSFERS

International transfers of personal data
are allowed under almost the same
bases as prescribed by the GDPR,
which means that they are permitted to
jurisdictions considered as adequate or
when the controller offers appropriate
safeguards such as standard contractual
clauses, Binding Corporate Rules,

specific contractual clauses, seals,
certifications or codes of conduct. All
of those instruments must be prior
approved by the Data Protection
Authority.

Moreover, the LGPD has provided
for further situations where interna-
tional data transfers are also permitted,
such as where:

1. A transfer is necessary for interna-
tional legal cooperation between

public  entities  devoted to

The sanctions established by the Brazilian

law are considerably lower than
those available under the GDPR.

amounts of data or a small bakery that
bread to the
neighborhood - right now if you are a

only sells local
controller you need to nominate a
DPO in all cases. The law also states
that processors might be required to
appoint a DPO as well, according to
some criteria that will be defined by
the Data Protection Authority.

intelligence, investigation and
prosecution.

2. A transfer is necessary for protect-
ing the life or physical safety of the
data subject or third parties.

3. The Data Protection Authority
authorizes it.

4. A transfer is a result of a commit-

ment made under international

treaties or agreements.

5. A transfer is necessary for the
execution of public policies.

6. A transfer is necessary for compli-
ance with legal or regulatory obli-
gations, for the fulfilment of a con-
tract or for the exercise of legal
rights in judicial, administrative and
arbitration procedures.

7. The data subject explicitly con-
sented after being informed of the
international  nature  of  the

processing.

NOTIFICATION

Data breach notification requirements
are set at a lower level. Where there is a
security incident which might result in
either relevant damage to the affected
data subjects or a risk to them, both the
Data Protection Authority and the
affected data subjects must be notified
within a reasonable period of time.
Considering that a risk will almost
always arise out of a data breach, this
could be viewed as a requirement for
notification in all scenarios.

FINES

The sanctions established by the
Brazilian law are considerably lower
than those available under the GDPR.
Controllers and processor may receive
a fine of up to 2% of the turnover of
the company, group or conglomerate
in Brazil in its last financial year,
excluding taxes, limited to a maximum
amount of 50 million Brazilian reais
per infraction (around €10 million).
This monetary penalty is fairly low,
especially taking into account that to
receive the maximum fine of 50 million
reais a company would need to have an
annual turnover of at least 2.5 billion
reais, which is large by Brazil’s
standards and should limit this large
penalty to a few companies, mainly
banks that do business in the country.
Other sanctions include a warning
with a deadline to make corrective
measures, making the infringement
public, and blocking or deleting the
personal data related to an infraction.

STATUS OF DPA STILL UNCLEAR

To a large extent, the Brazilian
legislative  framework still  needs
further regulations. There are several
provisions of the LGPD that expressly

make reference to a regulation or
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LEGISLATION/ANALYSIS

guidance to be issued by the Brazilian
Data Protection Authority or that state
that the DPA
requirements of the law, such as when

could alter some
a DPO really needs to be appointed
and the cases where one would not
need to be nominated. This could be a
problematic issue considering that
Brazil still does not have a functioning
Data Protection Authority.

At the end of last year, the country’s
president at the time, Michel Temer,
issued Executive Order n. 869/2018 that
created the Brazilian Data Protection
Authority and altered some provisions
of the LGPD. Right now, though, the
Authority is an empty shell - it has not
been staffed or structured yet, mainly
because there was no clear indication if
the Executive Order that created it
would actually stand. According to
Brazil’s legislative process, an Executive

Order is deemed to have the same effects
as a valid law since its issuance date but it
needs to be approved by Congress and
converted into law within 120 days or it
becomes null and void. On 29 May
2019, the Brazilian Congress approved
an amended version of the Executive
Order. This final text of the law still
needs to be sanctioned by the President,
who is entitled to veto all or parts of the
amended Executive Order, and only
after that Brazil’s DPA should be actu-
ally structured and start functioning.
There is one thing, however, that is
most likely certain now: the LGPD will
probably come into effect on 16
August 2020. There were some doubts
about the effective date of the law
because of the Executive Order
n. 869/2018. Although the LGPD was
enacted on 14 August 2018, it had a
grace period of 18 months, which

means it should come into effect on
16 February 2020. However, the Execu-
tive Order n. 869/2018 extended the
grace period of the law to 24 months,
resulting in transferring its effective date
to 16 August 2020. As the Executive
Order has been approved by Congress
and now only awaits the President’s sanc-
tion — and considering that the provision
that extended the grace period of the law
is not expected to be vetoed by President
Bolsonaro — companies have another six
months to enhance their internal policies
and procedures and to get ready for
compliance with the LGPD.

Felipe Palhares is a Brazilian attorney and
Robert Bond is a Partner at Bristows, UK.
Emails: lcobert.bond@bristows.com|
[felipe@palharesadvogados.coml
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